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MATEMATHUYHA OCHOBA KPUIITOMEPEXI

AHomayis. Jlo0cvbky cninbHomy HeMoxicaAugo ysieumu 6e3 epowlogux onepayiil. 'powi - ye cneyugiuHuii mepmiH, sikull €
YHI8epcabHUM eKgiga/eHmoM eapmocmi nocayz Yu mosapis. [cmopisi po3eumky kowimie micHo no8’s3aHa 3 HeBNUHHUM PO38UMKOM JH00CbKOT
yusinizayii. [lpodykmu, mosapu, 36posi, 6yMaxicHsIHI 6aHKHOMU, aKyii — Ye 8cb020 AU YacCmuHd mo2o, Wo paHiuie BUKOPUCmMo8y8an0Cs 00UHOK
i npodosacye mamu nonum 900 cb0200HIUWHBO20 YACY.

Pozsumok mexHo.102iii He cmoimb Ha micyi. Toxc HUHI dedasi aKMyaaLHUMU € MAK 36aHI “e/1eKmpoHHI kowmu”, sIKi He 8UNycKalombvcst
HAYIOHAALHUMU YeHMpaabHUMU 6aHkamu. Peaavui zpowi ma moHemu nocmynoso 6idxodsamv Ha 3adwiti naaw. Im Ha saminy cmaiomo
n/aacmukosi kapmku ma naamizxcHi cucmemu e mepesici [nmepHem.

Cb0200Hi chocmepizaembcst npuwgudweHutl picm kpunmoegasromu. BoHa € HO8010 NAAMINCHOI CUCMEMOM, SIKA MAE psi0 nepesaz Ha
8IOMIHY 8i0 IHWUX eseKmpoHHUX epoulell. Kpunmosaromorw Kopucmynmscs MiablioHu awodell y ecbomy ceimi. OOHIE 3 npu4uH makoi
nony/sipHocmi € cygopa mamemamu4Ha 6asa, 3a donomo20kr sikoi 6yJdyemucst 6IMKOiH.

Mamemamuka € 0cH0800 6ydb-sikoi niamgopmu Ha 0cHO8I 610KYeliHy. 3amicmb hocepedHUKIs, pegyasimopis, 3aKoHis 4u aidepie yi
naamgopmu nokaaoaromecs Ha He3anepevHy J02iKy MameMamu4Hux modesell 015 CMBOPeHHs eKoCUCmeMU, sIKad NPpayloe 0151 KOKHO20
Kopucmygaua. bimkoiH €, Ma6ymy, HalisiIcKpasiwum npukaadom mozo, K yi mooeai Moxcyms 3miHumu ceim. I'enepayisi MoHemu nogHicmio
3a/1excums 8i0 064UCAI08AAbHOI NOMY*CHOCMI HOYMOYKA, W0 BUKOPUCMOBYEMbCS 0151 BUPIWEHHS MAMEeMAMU4HUX 3a0ay.

Y nodanili cmammi ocHosHull akyeHm 3po6./eHO He Juwe Ha icmopii nosieu 6imkoiHy, a il Ha Mamemamu4HoMy anapami Oif
Kpunmocucmemu.

PozeassHymo mamemamuyHi npuHyunu po6omu Kpunmosea/om Ha npukaadi 6imkoina, sikull cbo200Hi 80.100i€ HAUINOWUPEHIWIO0
mepedicer.

Poszasinymo 20108HuUll iHcmpymenm kpunmozpadii, sikuii € 6azo8um npu po3pobyi 6imkoiHy - eainmuyHi kpusi.

HasedeHo 00Hi 3 0cHOBHUX 81acmMugocmell 0aHUX KpUuux, a makodxie nPUHYUN ix 3acmocysaHHs nid yac cmeopeHHs: Kpunmosaaiomu.

Bkaszani mamemamuyHi gopmyau o64UCAeHHs Ny6AIMHO20 KAH04A 3 NPUBAMHO20 KAH0Yd.

BudineHo ocHo8HI npu1uHU 8UKOPUCMAHHS eAINMUYHUX KPUBUX, NOKAAOEHUX 8 OCHO8Y po6omu Kpunmocucmemu.

Kntouoei cnoea: kpunmosgasioma; 6imkoiH; eAinmuyHa Kpusa; eAeKmpoHHI 2powl; npueamuuli ma nyoai4Hull Karwou.
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MATHEMATICAL BASIS OF THE CRYPTO NETWORK

Abstract. Human society cannot be imagined without monetary transactions. Money is a specific term that is universally equivalent to
the value of services or goods. The history of the development of funds is closely related to the continuous development of human civilization.
Products, goods, weapons, paper money, shares are just a part of what was used by man and continues to be in demand to this day.

The development of technology does not stand still. Therefore, the so-called "electronic funds", which are not issued by national central
banks, are becoming increasingly relevant. Real money and coins are gradually receding into the background. They are being replaced by plastic
cards and payment systems on the Internet.

Today there is an accelerated growth of cryptocurrency. It is a new payment system that has a number of advantages in contrast to
other electronic money. Cryptocurrency is used by millions of people around the world. One of the reasons for this popularity is the rigorous
mathematical basis on which Bitcoin is built.

Mathematics is the foundation of any blockchain-based platform. Instead of intermediaries, regulators, laws or leaders, these platforms
rely on the undeniable logic of mathematical models to create an ecosystem that works for each user. Bitcoin is perhaps the clearest example of
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how these models can change the world. The generation of the coin depends entirely on the computing power of the laptop, which is used to solve
mathematical problems.

In the presented article, the main emphasis is placed not only on the history of the appearance of bitcoin, but also on the mathematical
apparatus of the cryptosystem.

The mathematical principles of the operation of cryptocurrencies are considered using the example of bitcoin, which today has the most
widespread network.

The main tool of cryptography, which is basic in the development of bitcoin, is considered - elliptic curves.

Some of the main properties of these curves are given, as well as the principle of their application during the creation of cryptocurrency.

Mathematical formulas for calculating the public key from the private key are specified.

The main reasons for the use of elliptic curves, which are the basis of the operation of the cryptosystem, are highlighted.

Key words: cryptocurrency; bitcoin; elliptic curve; electronic money; private key; public key.

Formulation the problem. The issue of creation and popularization of cryptocurrency from a
mathematical point of view is extremely relevant. In particular, we are talking about the most famous
cryptocurrency today - Bitcoin. This topic is quite important at the moment, because there is a demand in society
for a decentralized alternative means of payment, which, regardless of the state and in terms of content, resembles
the system of the gold standard with a limited supply of currency.

In modern conditions of digitization of all spheres of social life, virtual objects have been formed. Not
everyone knows the definition of cryptocurrency, virtual wallet, bitcoin. All these things have gained considerable
popularity due to the fact that without having professional knowledge and without making special efforts, you
can get rich quickly.

This digital currency, which is based in turn on cryptography, is completely protected from hacking. It
has no physical analogues, and its value lies in the anonymity of paying for goods and services without a
commission, as well as in obtaining profit from investments.

Analysis of relevant research. The main formulations and ideas related to blockchain technologies
were highlighted by such scientists as S. Nakamoto, M. Swan, D. Chiesa. The peculiarities of using a mathematical
base for the formation of cryptocurrencies, the calculation of private and public keys, and the construction of
elliptic curves were substantiated in his works by S. Nakamoto [4].

In 2020, Evan Malloy, in his publication Blockchain: The Mathematics of the Fundamentals, described
that blockchain technology is based on more than just computer code. It is mostly closely related to
mathematics [2].

In 2022, a collection entitled “Mathematics, cryptocurrencies and blockchain technology” was published,
which contains a significant contribution by scientists Jose Luis Miralles-Quiros and Maria Mar Miralles-Quiros
[3]. In their publication, they focused on basic mathematical and computational methods that can be useful tools
for forecasting or for estimating the reasonable value of crypto-currencies.

In turn, Valtteri Niemi actively used cryptographic technologies in the blockchain theory [5]. The main
goals of his work are the description of the three main features of cryptography: confidentiality, integrity and
accessibility of the ecosystem in various implemented mechanisms.

When writing the article, various publications and materials on cryptography, cryptocurrencies and
mathematics were analyzed. Some of my own thoughts and research are also presented.

The aim of the article. The purpose of the article is to prove about the importance of cryptocurrency in
modern times and rethinking its popularity. To analyze how mathematics is used in the formation of electronic
currency and wallets. Explore the basic mathematical element of cryptocurrency - elliptic curves.

Research methods. Analysis of research by scientists and methodologists, analysis of educational
programs. To achieve the goal of the study, the authors analyzed scientific publications related to a) analysis of
cryptocurrency systems; b) construction of elliptic curves; c¢) mathematical methods, tools and technologies that
are the basis for cryptocurrency systems.

Presenting main material. Mathematics is a very important concept behind Bitcoin and cryptocurrency
technology. Especially when it comes to protecting digital assets [1].

Bitcoin is a new decentralized payment network that started working in January 2009. This new
technology was created by an author under the pseudonym or a group of authors called Satoshi Nakamoto [4].
The Bitcoin protocol is a mathematical algorithm that manages these transactions and forms a consensus among
users of this system. Its main feature is decentralization, which means no organization or central structure.
Network nodes are voluntary participants who enjoy equal rights and obligations. The network is open and
anyone can participate. It is persistent and unstoppable.

Keeping track of cash is easy. Let us have 5 dollars. If we give 2, the result will be 3 dollars. This example
shows the physical calculation of funds. But how to check whether this cash is legal, thatis, whether it was minted
on legal grounds? The bills would have to be physically checked to ensure their legitimacy. Counterfeiting bills is
not a very difficult task, so "real money" is not a reliable thing in the twenty-first century. A cryptocurrency such
as Bitcoin is significantly different from paper money. It cannot be physically counted and verified for legitimacy.
So how is it even possible to keep records of cryptocurrency transactions and what ensures the security of
"electronic money"? The main security components are cryptography, blockchain and mathematical principles
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that track Bitcoin transactions and ensure that every Bitcoin is legitimate and no one is creating malicious
transactions [6].

Bitcoin transactions are public information. Sending secret messages is a less important process than
verifying information, which uses principles of cryptography and mathematics. Cryptography is the process of
transmitting messages between parties, in which any outsiders do not have to understand their content [9]. This
may involve the use of complex mathematics and algorithms to ensure data confidentiality, authenticity, integrity
and non-repudiation.

Bitcoin is intangible and has no attachment to any currencies. Its course is extremely mobile and is
determined solely by the balance of supply and demand. The circulation of this currency is not controlled by any
bodies, departments or organizations and is carried out exclusively between crypto-gamers of network
participants. It is not possible to cancel a coin transaction.

Bitcoins themselves are not stored centrally or locally - and therefore it is impossible to say who is
responsible for their trusted storage. Bitcoins exist only as entries in a distributed ledger called a block chain,
copies of which are distributed among a voluntary network of connected computers. Being the "owner" of bitcoins
simply means having the ability to transfer control of these records to someone else by recording the fact of this
transfer on the block chain. What gives this ability? Exclusive access to the ECDSA key pair: secret and public [10].

Blockchain is a conditionally growing ledger for recording cryptocurrency transactions. Each of its blocks
consists of a hash function, which is based on the previous block, a timestamp, and the actual transaction data.
The hash function acts as a digital signature that verifies that the transaction data has not been tampered with. It
can be compared to a handwritten confirmation text.

A hash must meet certain requirements in order for it to be considered secure. First, it must be
deterministic. That is, the same message is encoded to get the same hash:

Hello Youtube!

Hello Youtube!
79EA6E331E9F0B271400F0995EE2E0A1DB5890AEAS5FA42A0275DFC6CD5BE61FA
79EA6E331E9F0B271400F0995EE2E0A1DB5890AEAS5FA42A0275DFC6CD5BE61FA

Second, it must be one-sided, so it cannot be inverted or reversed. Third, it must be fast to compute.
Fourth, it is not possible to find two messages with the same hash. Fifth, it must give way to an avalanche effect,
that is, even with a small change in the original message, the new hash will be significantly different from the
previous one:

Hello Youtube!

Hello Youtube!!
79EA6E331E9F0B271400F0995EE2E0A1DB5890AEAS5FA42A0275DFC6CD5BE61FA
9774F8ECEF10CC80C45C06E7842D317E3DFFBB891D070DC8264EDCF5E5D22ED4

Not all hash functions are created equal. One of the best ways to leave digital signatures that exists at
the moment is the use of cryptography, namely the elliptic curve. This allows having a 256-bit private key as
secure as a 3072-bit private key using RSA protocols.

ECDSA is a certain algorithm with a public key, which is designed to create a digital signature, which is
defined in a group of points of an elliptic curve [7]. It is this process that uses elliptic curves and finite fields to
sign data in such a way that others can easily verify the signature. The algorithm has two procedures for signature
and its verification. Arithmetic operations are the basis of every operation. The signature algorithm uses the secret
key, while the verification algorithm uses only the public key.

An elliptic curve is a curve that satisfies the following equation [8]:

y2=x3 + ax + b, (1)

where 4a3 + 27b? # 0.These options prevent function complexity. They are symmetric about the x-axis and
work on finite fields and cryptographic parameters, and have intuitively simple ways to add two points on a line.

In fig. 1 shows the graph of the function: y?> = x3 + 7 - the curve on which bitcoin is based
(a=0,b=7).

In order to use this algorithm, the Bitcoin protocol must fix a set of parameters for the elliptic curve and
its final field, so that these parameters are known and applied by all users of the protocol. Otherwise, everyone
will solve their own equations that will not agree with each other. The parameters include the following: the
equation of the curve, the value of the field modulus, and the base point that lies on this curve. An equally
important parameter is the order of the base point, that is, how many times a point can be added to itself until its
tangent curve becomes vertical. This parameter is selected so that it is a very simple number.
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Fig. 1. Graph of the function y?> = x3 + 7

Consider the case when we need to add two units to our equation. Let's draw a straight line between
them and wherever this straight line crosses the curve at the third point (Fig. 2). From this point we draw a
perpendicular to the x axis.

(-1.164,2.328)

5 ki 3
(1.773,|—3.546)

(3.391, -6.783))

o

10

Fig. 2. The graph of the function y?> = x® + 7, which intersects the straight line

Let point P have coordinates (-1.164; 2.328), point G has coordinates (1.773; -3.546). Then the line
passing through them leads to the point (3.391; -6.783), which we will set equal to K. To get the graphical sum of
these points, you need to display it through the X axis (Fig. 3):

R (3.391, 6.783)

P (-1.164) 2.328)

-10 -5 0 S5 10

G (1.773, -3.546)
|
AN

l K|(3.391,-6.783)

Fig. 3. Mapping point K onto the X axis

This leads to some point R with coordinates (3.391; 6.783). We see that the y-coordinate acquires a
positive value. This is the sought amount. Therefore, the sum of the points is P + G = R, which we found graphically
using K. However, algebraically, this is true only for elliptic curves that meet a certain condition: they act within
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the finite fields on which these curves act. If we try to add P + G not graphically, we notice that the answer will not
make sense (#R) from the very beginning.

Elliptic curves work on a principle called point addition, which is significantly different from regular
addition. This process involves finding the equation of the line passing through the 2 points (P, G) using the slope
point form and substituting this equation for y in the original equation y? = x3 + ax + b. The next step is to
find the third root of the equation (the first root is P, the second root is G).

Let's consider another example. Let's add point P to itself twice. To do this, let's take another point and
use the same curve. Let's take the coordinates of point P (-1.13; 2.357). It is chosen randomly. To add this point to
itself, use a tangent line to find the coordinates of another point. This tangent is a straight line that connects the
point to itself. We see that the line tangent to P crosses the curve at the point (2.92; 5.647). Displaying it through
the x axis, we have the desired point with coordinates (2.92; -5.647). This reflected dot is the sought amount.
Therefore, P + P = (2.92; -5.647). That is, the main principle of finding the sum is reflected by the following
algorithm:

1) Finding the tangent line to the desired point;

2) Display of this point through the x-axis.

b:::;;f (2.92, 5.647)
P(413,iii%,4

| ”"’Ani@ig%?ff@”)? =

Fig. 4. Graphic representation of adding point P to itself twice

-10

Let us have an arbitrary point on the curve P € Q2. We use this to calculate the random multiple P:

P PALP4L +P—unpo 26862913 139455877527
N = P = (7793282 1824793048
Private key Public key

This value is the private key. Since there is an infinite number of starting points and the number of times
that we multiply by P, the signature is absolutely impossible to reproduce:

yi=x3+x+1
P = (0,1)
26862913 139455877527
np = (1493284 '’ 1824793048

Let's assume that the signature was solved. How to prove that he is personally ours? Everything is based
on three pieces of evidence:

1) Multiplicity of the number P;

2) Calculation of obtaining a multiple number;

3) What this number was coded into.

This is called a zero-knowledge proof. Therefore, without knowing the private key, no one will be able to
find out the personal data of another person. Bitcoin is a completely secure electronic currency using
cryptography, blockchain technology and mathematics. It is able to keep track of all transactions that take place
and guarantee that all bitcoins that are transacted will be legitimate. The math ensures that no one can go back
and change the transaction. This ensures that each transaction is final, and the funds will not disappear randomly.
It also guarantees that the private keys cannot be revealed by using the public key to calculate them.

Conclusions and prospects for further research. The use of mathematics in cryptocurrency fields is
one of the key elements of cryptocurrency security. Mathematics helps to create unique blockchain transaction
schemes, as well as to allow users to communicate with each other securely. For example, mathematical
algorithms help create systems to quickly and safely transfer funds from one user to another.

Cryptocurrency continues its development these days more and more, as the number of users interested
in new payment systems is constantly increasing. The demand for a currency like Bitcoin stimulates the creation

n?
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of other crypto-loots that would enjoy the same popularity. But the creation of "electronic money" would be
impossible without a clear mathematical base and principles underlying its functioning. The presented article
considered the main mathematical principles of cryptocurrencies and the main tool of cryptography - elliptic
curves. Therefore, it would be impossible to develop a crypto network without a clear mathematical basis.
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