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ABSTRACT

Modernity demonstrates a critical need for pedagogical support and the development of a methodology to enhance critical
thinking in the face of escalating misinformation and advanced media manipulation, mainly through deepfake technology.
The paper focuses on creating a comprehensive framework for detecting manipulated content and identifying indicators such
as pixelization, unnatural expressions, etc. With attention to international and Ukrainian efforts, the work advocates for
ongoing research adapted to evolving technologies to improve media literacy programs in combating emerging forms of
misinformation.

Problem statement. The problem is the urgent need for a comprehensive methodology that fosters critical thinking skills to
combat disinformation and manipulation of artificially reproduced media content, particularly in the context of emerging
technologies like deepfakes. The challenge involves assessing existing pedagogical approaches, addressing gaps, and
equipping both learners and educators to navigate the complexities of the digital age. Digital transformation, in general, and
the spread of artificial intelligence for media generation, in particular, are irreversible processes in the modern world, so the
urgent issue, given the challenges of the digital economy and the needs of the digital society, is to find forms, methods, and
means of shaping the critical thinking of citizens to counteract manipulation and disinformation by synthetically reproduced
media content. It is essential to develop a database with systematically organized materials categorized based on identified
markers for the subsequent creation of training materials to solve the outlined issues.

Materials and methods. A comprehensive approach was employed, combining general (systemic, instrumental, and
functional approaches, dialectical and comparative analysis, synthesis, and systematization for the study of pedagogical,
scientific-technical, and methodological literature), specific (observation and analysis of educational practices), and general-
logical methods (extrapolation, induction, and deduction for formulating conclusions) in scientific research to solve the tasks
set in the study. This allowed for the examination of the current state, evaluation of the practical results of implementing the
developed methodology for critical thinking formation, and identification of priority avenues for improving education in the
context of the strategy to enhance media literacy and critical thinking among the population and science. The study aimed to
determine priority pathways within the framework of the development of methodology of critical thinking and pedagogical
support to counteract disinformation and manipulation of artificially reproduced media content and to characterize its
potential scientifically. The development of critical thinking and pedagogical support to counteract disinformation and
manipulation of artificially reproduced media content requires the following materials analysis: scientific-technical literature
(materials offering a scientific understanding of the technical aspects related to media content creation, modification, and
reproduction), methodological literature (guides and methodologies focused on developing educational frameworks and
strategies to enhance critical thinking in the context of media literacy), synthetically reproduced media content (media
content, especially in the context of emerging technologies like deep fake to identify modification markers).

Results. The study is devoted to analyzing, identifying, and systematizing markers and signals for identifying media
manipulation to create a database for the methodology in the form of methodological cards. A comprehensive database with
classification is being developed, focusing on methodological interactive cards with 66 curated cases of deepfakes and
synthetically reproduced media (in Ukrainian). This initiative aims to provide educators, researchers, and learners with a
versatile resource for understanding the challenges posed by manipulated media..
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Conclusions. In response to the escalating threat of disinformation and advanced media manipulation, there is a critical need
to develop a robust methodology for enhancing critical thinking skills. The study highlights global concerns about false
information, mainly through deepfake technology, jeopardizing public trust and enabling psychological manipulation. Future
research should consider revising media literacy programs to elevate citizens' critical thinking in the face of evolving digital
landscapes and the increasing capabilities of artificial intelligence in generating media content.

KEYWORDS: Deepfake Technology; Artificial Intelligence; Generative Images; Misinformation; Media Literacy; Critical
Thinking; Digitalization; Information Warfare; Public Awareness; Synthetic Media Content.
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AHOTAUIA

Cy4acHiCcTb AEMOMHCTPYE KpUTUYHY NoTpeby B NegaroriyHoMy CynpoBoAi Ta po3pobui meToaonorii, AKa NigsuUWmUTL KPUTUYHE
MWUCNEHHA B YMOBax 3pocTatoyoro obcary aesiHdopmauii Ta BAOCKOHaNEHOI MmegiamaHinynauii, ocobanso 4vepes
3acTocyBaHHA TexHonorii deepfake. Y poboTi aKUEHTYETbCA yBara Ha CTBOPEHHI KOMMIEKCHOT CTPYKTYpU AN BUAB/EHHA
MaHiny/bOBaHOr0 KOHTEHTY, BUAB/IEHHA O3HaK, TaKMX AK MiKcenisauia Ta HeHaTypanbHi BUPasmn Towwo. 3o0cepesKytoum yeary
Ha 3aKOPAOHHMX Ta YKPAIHCbKUX 3ycuansax, poboTa NiaTPMMYe NpoBeAeHHSA MOCTIMHUX AOCNiAMKEHb, afanToOBaHUX A0
TEXHO/IONI, fAKI PO3BMBAIOTLCA, ANA BOOCKOHA/NEHHA MPOrpam MeajiarpaMoTHOCTI Ansa npoTtugii HoBum dopmam
npesiHpopmalli.

MoctaHoBKa npo6bnemu. Mpobiemolo € TepMiHOBA HEOBXiIAHICTb Y KOMMAEKCHIA MeTofoNOorii, AKa PO3BMBAE HABUYKK
KPUTUYHOTO MUCNEHHSA A8 NPOTUAT Ae3iHdopmaLii Ta MaHiNyAaLiAM WTY4YHO BiATBOPEHUMM MediamaTepianamm, ocobamBo
B KOHTEKCTi HOBWX TEXHONOTIN, Takux AK deepfakes. BUKAWMK nonsrae B ouiHLj iCHYOUMX NeAAroriYHUX NiAXOAiB, BUPILLEHHI
nporanvH Ta 3abe3neyeHHi HaBYaZIbHUX 3aKNAAIB Ta BUMTENIB IHCTPYMEHTaMM ANA Hasirauii B CKnagHowax uMdposoi epu.
LUundposa TpaHchopmalis 3araiom Ta NOWMPEHHA WTYYHOrO iHTENEeKTY AN reHepauii Mmesia, 30Kkpema, € HeBiABOPOTHIMMU
npoLecamu B Cy4aCHOMY CBIiTi, TOMy TepMiHOBE NUTAHHA, BPAXOBYHOUM BUKIUKMN LUPPOBOT eKOHOMIKM Ta noTpebu uudposoro
CYCMiNbCTBa, - 3HAXOAXKeHHA ¢GopMm, meToaiB Ta 3acobiB GOpMyBaHHA KPUTUYHOTO MWCIEHHA TPOMAZAH Ans npotuaii
MaHinynsauiam Ta gesiHpopmalii 3 60Ky megiamaTepianis, AKi BiATBOPIOIOTHCA WTYYHO. A BUPILLEHHA OKpecneHux npobaem
€ HeobXigHMM HanpauloBaHHA 6asnM AaHWX 3 CMCTEMATM30BaHMMM MaTepianamu 3 KaTeropusauielo 3a BUABNEHUMMU
MapKepamu Ans NoAasbLIOro CTBOPEHHA TPEHIHFOBOro maTepiany.

Marepianm ta metogu. [na BUpilleHHA 3aBAaHb, MOCTABAEHUX Y AOCAIAKEHHI, 3aCTOCOBAHO KOMMNEKCHUI Niaxia, AKUN
06'efHYE 3aranbHi (CUCTEMHUI, IHCTPYMEHTaNbHUIA Ta GYHKLIOHANbHUIA NiAXo4M, AiaNEKTUYHWUIA Ta NOPIBHANBHWUIA aHanis,
CMHTE3 Ta CUCTEMATU3aLIA O/1A BUBYEHHA MeAaroriyHoi, HayKoBO-TEXHIYHOI Ta METO[0NOriYHOI NiTepaTypu), cneumoiyHi
(cnocTepekeHHs Ta aHani3 HaB4Ya/bHO-BMXOBHOI MPAKTUKKM) Ta 3araibHO-/IOTYHI MeToAM (eKcTpanonauis, iHAyKuia Ta
[eayKuia ans GopmMyntoBaHHA BWMCHOBKIB) Yy HAyKOBOMY AOCAiAKeHHi. Lle [03BOAMNO AOCAIAMKYBATU MOTOYHWIA CTaH,
OLiHIOBATM MpPaKTUYHi pe3ynbTaTv BNPOBAAKEHHA po3pobneHoi metoponorii popMyBaHHA KPUTUYHOTO MUCNEHHA Ta
BM3HAYaTM NPIOPUTETHI LWNAXM YAOCKOHANEHHA OCBITU B KOHTEKCTi cTpaTerii NiABULLEHHA MeiarpaMoOTHOCTI Ta KPUTUYHOTO
MWUC/IEHHA cepej, Hace/feHHA Ta Hayku. Pobota mana Ha MeTi BM3HAUMTW MPIOPUTETHI HAMPAMKM B pamKax pPO3po6Ku
MeToA00rii KPUTUYHOTO MUCNEHHA Ta NeAaroriYHoi NigTPUMKKU ANA NpoTUAii AesiHbopmauii Ta MaHinyaALiamM 3i WTy4YHO
BiATBOPEHMMM MeZiamaTepianamu Ta HAYKOBO XapaKTepu3yBaTH ii noTeHLian. Po3pobKa MeToLoN0rii KPUTUYHOTO MUC/IEHHS
Ta neparoriyHoi NiATPUMKM Ana npotuaii AesiHpopmauii Ta MaHinynAuin 3i WTyYHO BiATBOPEHUMU MmediamaTtepianamu
noTpebye HacTynHUX MaTepianis: HAyKOBO-TEXHIYHA NiTepaTypa (MmaTepianu, WO NPONOHYHOTb HAYKOBE PO3YMIHHA TEXHIYHUX
acrnekTiB, NOB'A3aHMX i3 CTBOPEHHAM, MOAMdIKaLLIEIO Ta BIiATBOPEHHAM MejiamaTepianis), MeToguyHa nitepatypa (nocibHUKn
Ta MeToazoAOorii, CNPAMOBaHi Ha PO3pPOBKY HaBYa/bHWX PaMOK Ta CTpaTerii AnA NigBULLEHHA KPUTUYHOTO MUCNEHHS B
KOHTEKCTI MeAiarpaMoTHOCTI), LWTY4YHO BIATBOpPEHi Meaiamatepianu (megiamatepiann, 0CO6MBO B KOHTEKCTi HOBMX
TexHooril, Takux Ak deepfake, ana BUABNEHHA 03HaK moaudikauii).

Pe3ynbTtatu. [JOCNigKeHHA NpUCBAYEHEe aHafi3y, BU3HAYEHHI0 Ta CUCTemaTu3alil O3HaK Ta curHanis gna igeHtudikauii
MegjiamaHinynauii 3 mMeTolo CTBOpeHHA 6a3u AaHUX ONA MeTodoANoril y BUMNAAI MEeTOOMYHUX KapToK. Po3pobnsetbea
KomnnekcHa 6asa gaHux i3 knacudikaujielo, 3ocepegykeHa Ha METOAMYHUX IHTEPAKTUBHMX KapTKax i3 66 KypoBaHMmMU
BUMNagKamu aindenkiB Ta CUHTETUYHO BiATBOPEHWX megdia (yKpaiHCbKol MoBoto). LA iHiuiaTMBa mae Ha meTi HagaTu
negaroram, fOCAIAHUKAM i YYHAM YHiBEpPCaNbHUIM pecypc AN POo3yMiHHA BUKAMKIB, AKi CTBOPIOOTb MaHinyabosaHi 3MI.

BUCHOBKM. Y BiANOBiAb Ha 3arocTpeHy 3arpo3y AesiHdopmalii Ta B4OCKOHaNeHOT MediaMaHinynaLji € KOUTUYHA HeobXiaHICTb
TEPMIHOBOro Po3pobaeHHA MiLHOT MeToA0NOri T A1A PO3BUTKY HAaBUYOK KPUTUYHOTO MUCNEHHA. [LOCNiAXEHHA NiAKpecntoe
rnobanbHi TypboTH Woa0 xnbHOI iHpopmaL,i, ocobanso Yepes TexHonorito deepfake, sika nigaae cymHiBy rpomaacbKy 40Bipy
Ta YMOMMBIIOE NCUXOMOTIYHY MaHinynauito. MalibyTHI JocnigKeHHA NOBWMHHI BYTW CNpAMOBaHi Ha nepernag nporpam
meziarpaMoTHOCTI AN1A NiABULLEHHA KPUTUYHOTO MUCIEHHA FPOMAZAH Y 30Hi 3pOCTAOUNX MOK/IUBOCTEN LUITYYHOTO iHTENEKTY
y reHepaLii megiamatepianis.

KNKOYOBI C/IOBA: mexHonozia deepfake; wmyyvHuli iHmenekm; 2eHepamueHi 306paxceHHs; Oe3iHhopmauis;
mediazpamomHicme; Kpumu4yHe MUCAEHHA; yugposusayis; iHpopmauiliHa 8iliHa; 2pomadceka oceima; wmy4Ho 8idmeopeHi
mediamamepianu.
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INTRODUCTION

Problem statement. To investigate the current state and problems of the Deepfakes, as well as to present the results
of the study and the effectiveness of the implementation of the methodology for the formation of critical thinking of citizens. In
the contemporary landscape marked by the proliferation of disinformation and the sophisticated manipulation of media content,
there exists a pressing need for the formulation and implementation of a robust methodology aimed at nurturing critical thinking
skills. The challenge lies in developing a comprehensive pedagogical framework that not only equips individuals with the ability
to discern manipulated media content but also addresses the evolving landscape of artificially reproduced content, such as
deepfakes. This necessitates a thorough examination of existing pedagogical, scientific-technical, and methodological approaches
to identify gaps and formulate an effective strategy. Additionally, understanding and mitigating the impact of disinformation on
educational practices and broader societal contexts is crucial. The problem at hand, therefore, centers on devising a methodology
that not only empowers learners with critical thinking skills but also provides educators with the tools and support needed to
navigate the challenges posed by the manipulation of media content in the digital age.

Analysis of recent research and publications. Numerous foreign scientists such as Anwar S., Anwer M., Banihirwe A,
Bates M., have studied the technologies of synthetic reproduction of mediacontent with the help of modern ICT and artificial
intelligence Milanova M. and others. Foreign scholars such as Aldwairi M., Alwahedi A., Anderson K. E., Atodiresei C.-S.,
Tanaselea A., Iftene A., Figueira A., Oliveira L. and others, have studied the manipulation of the media with the help of falsified
visual content.Among domestic scholars, who viewed various aspects of the issue of the role of media and media education in
modern educational space, presented significant achievements lvanova V., Isaeva 0., Mokogoz O., Naidionova L., Onkovich G.,
Cherepovsky N., Thaninin N., Kozak T. et al.

In recent times, the rise of false information has become a serious concern for public discourse, human society,
education, and democracy (Borges et al., 2019; Qayyum et al, 2019; Chemerys et al, 2021a,b,c; Chemerys & Ponomarenko, 2023;
Chemerys & Kardashov, 2022; Chemerys, 2023). Fake news refers to deliberately created news-style content with the aim of
deceiving the public (Aldwairi & Alwahedi, 2018; Jang & Kim, 2018). This misleading information spreads through social networks,
crossing geographical boundaries and potentially affecting millions of users (Figueira & Oliveira, 2017). The growing popularity of
video content highlights the need for strategies that promote critical thinking among the public to verify the authenticity of media
and news, especially with new technologies allowing highly convincing manipulation of visual information (Anderson, 2018). We
are currently in an era marked by digital disinformation and information warfare, involving orchestrated campaigns of false
information to influence public opinion (Anderson, 2018; Qayyum et al., 2019; Zannettou et al., 2019). Recent technological
advancements have simplified the creation of visual content through the use of "Deepfake" technology, resulting in the
production of hyperrealistic visual content through face swaps that are nearly indistinguishable from authentic material (Chawla,
2019; Maras & Alexandrou, 2019). Deepfake technology has the potential to generate various types of content, such as humor,
pornography, or political videos, wherein individuals seem to say things without their consent, with their images and voices
manipulated (Day, 2019; Fletcher, 2018). Importantly, Deepfake technology poses a significant threat due to its ability to create
counterfeit visual content for purposes including political sabotage, manufacturing video evidence for legal proceedings,
spreading terrorist propaganda, facilitating blackmail, manipulating financial markets, and disseminating fake news (Maras &
Alexandrou, 2019). Due to the psychological characteristics of a person, after seeing with one's own eyes, trust is instilled, which
creates a basis for manipulation of consciousness through misinformation by means of synthetically reproduced mediacontent
using deepfake technology and others.

Objective: To study the current state and problems of combating "dipfakes" to identify signs and markers of
modifications in media content to create a database of training cards for the methodology of critical thinking and pedagogical
support to counteract disinformation and manipulation of artificially reproduced media content of citizens.

THEORETICAL GROUNDS OF THE STUDY

To strengthen the fight against misinformation, the European Commission will focus its efforts on revising the Code of
Practice on Disinformation in the system of regulation of obligations and accountability of Internet platforms in accordance with
the future Digital Services Act. In general, the European Commission aims to introduce tools that would increase the responsibility
of the media and the beneficiaries of information campaigns for the dissemination of misinformation. Urgency of the problem is
confirmed by a number of normative and legislative documents aimed at regulating measures to ensure national information
security and the right to access reliable information. The main requirements for the introduction and development of
information, telecommunications and media technologies in Ukraine are contained in the Strategy for the Development of the
Information Society in Ukraine (2013). In order to counter hybrid threats and spread misinformation in Ukraine approved and
implemented the cyber security strategy of Ukraine for 2021-2025 "Safe cyberspace - the key to successful development of the
country"; National Security Strategy of Ukraine and the Law of Ukraine "On National Security" (2020). In particular, on July 15,
2021, representatives of state authorities of Ukraine and the delegation of foreign states to the OSCE discussed the fight against
misinformation and information security, during which the best world practices of protecting society from the harmful effects of
misinformation and other hybrid tools were discussed. In particular, a number of foreign regulations have been formulated, such
as the Code of European Union Practice Regarding Disinformation (2018), and the European Commission has adopted a "Joint
Framework on Counter-Hybrid Response". a European Union response, 2016).

Modern Ukrainian educational practice has begun the active implementation of the course of media education and
media literacy in educational institutions (letter of the MES of Youth Sports of Ukraine No. 1/9 of March 29, 2013). "On the
introduction of the study of the course" Fundamentals of media literacy in educational institutions"). Leading ideas and
formulations of the problem of introducing media literacy in Ukrainian society are currently being actively developed within the
project "Study and distinguish: Information Media Literacy", implemented by the Council for International Research and

72



disuko-matemaTtuyHa ocsita / Phisical and Mathematical Education Tom 39, Ne 1 / Vol. 39, No 1 (2024)

Exchanges (IREX) with the support of the Embassy of the United States of America and the Embassies of the United Kingdom and
Ukraine, in partnership with the Ministry of Education and Science of Ukraine and the Ukrainian Press Academy.

Most domestic studies, despite their undoubted significance and practical value, cover the issue of misinformation in
the media through text or verbal messages, bypassing the precedents of falsification of visual information, namely video and
photo content, or covering this issue superficially and insufficiently.

The applied problem of the project is determined by the need for a comprehensive approach to the study of modern
Ukrainian media landscape on the subject of misinformation by means of synthetically reproduced mediacontent, meaningful
and structured analysis of results to develop scientifically sound methodology for critical thinking and psychological and
pedagogical support of society (Chemerys, 2024). Research of their psychological influence on society for the development,
practical application, testing and scaling of tools that form and develop the skills of critical thinking of society to counteract
information manipulation by means of synthetically reproduced mediacontent.

Within the project, testing of the system of development of critical thinking and psychological and pedagogical support to
counteract misinformation and manipulation of synthetically reproduced mediacontent will be carried out in a mixed (face-to-
face) form.

METHODS OF RESEARCH

To solve the tasks set in the research, a comprehensive approach was employed, combining general (systemic,
instrumental, and functional approaches, dialectical and comparative analysis, synthesis, and systematization for the study of
pedagogical, scientific-technical, and methodological literature), specific (observation and analysis of educational practices), and
general-logical methods (extrapolation, induction, and deduction for formulating conclusions) in scientific research. This allowed
for the examination of the current state, evaluation of the practical results of implementing the developed methodology for
critical thinking formation, and identification of priority avenues for improving education in the context of the strategy to enhance
media literacy and critical thinking among the population and science. The study aimed to determine priority pathways within
the framework of the development of methodology of critical thinking and pedagogical support to counteract disinformation and
manipulation of artificially reproduced media content and to scientifically characterize its potential.

RESULTS OF THE RESEARCH

The growing concern over the erosion of public trust in visual content has underscored the urgent need for the
development of critical thinking skills. This imperative arises as a crucial defense against the pervasive threat of misinformation
within the realm of visual media, emphasizing the pivotal role of fostering a robust level of critical thinking for ensuring societal
resilience against cyber threats. This is particularly pertinent to counteracting the detrimental impact of misinformation on the
sustainable development of Ukraine. It is noteworthy that even high-quality deepfakes, extensively employed in the film industry
and advertising, fall short in achieving complete naturalness or realism. The subtlest deviations from natural appearance and
behavior can evoke anxiety and aversion in viewers, a phenomenon known as the uncanny valley effect.

Consequently, when scrutinizing a suspicious video, particular attention should be directed towards the primary object
of manipulation, typically the face. To establish a comprehensive database of methodological materials, an exhaustive
examination of existing markers of image tampering was conducted. This meticulous study aimed at identifying and cataloging
the distinctive signs indicative of manipulated visual content. By leveraging this research, we seek to contribute to the
development of effective tools and strategies for discerning synthetic media, further fortifying the foundation of critical thinking
in our society.

To create the database with methodological materials, we conducted a thorough study of existing markers of image

tampering (Table 1).
Table 1. Signs and markers of modifications in media content

Signs Description | Samples

For static mediacontent

Unnatural perfection in visual
elements like hair and skin,
indicating potential
manipulation

High quality with perfect hair and
skin
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Signs

Description

Samples

Attention to body

Al struggles with basic
anatomical features, such as
counting fingers on a hand,
due to challenges in
understanding human
anatomy and variations in
hand images from different
angles. This leads to random
and inaccurate results, with
hands appearing
disproportionately sized,
fingers too long, and joints
bent unnaturally, unclear or
multiple finger counts.

Unreadable text

Al learn to recognize specific
images, but do not analyze
the content
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Signs

Description

Samples

Blurry outlines, Flickering of the face

Indication of unclear or
inconsistent boundaries in
the visual content notice the
flickering of the face
(transitions between the face,
neck and hair, which are not
always organically combined
with each other)

Real

DeepFake

Low video quality

Often used to conceal flaws in
neural network operation

Differences in body type, hairstyle, voice.

Discrepancies between the
replaced face and the original
body, including variations in
shadows, lighting, and skin
tone. Face replacements are
common, and mismatches in
skin color and features may
reveal manipulation

SOURCE: ZELENSKYY
UKRAINIAN PRESIDENTIAL PRESS OFFICE

SOURCE: TWITTER
ORIGINAL VIDEO CREATOR: UNKNOWN

Profile trick for safety

Dipfake algorithms are not
designed to create an image
in profile simply because they
don't need it - during a
conversation it is customary
to look at the person you are
talking to. Therefore, a
request to turn the neck 90°
will destroy the realistic
illusion.

Or the appearance of an
object between the camera
and the face (for example, a
hand)

Source: Own work

DISCUSSION

Based on the research, the following discussion topics encompassing different viewpoints can be identified. One

perspective underscores the importance of integrating critical thinking and media literacy education into formal curricula at
different educational levels. This proactive approach aims to equip individuals with the skills needed to discern and combat
disinformation effectively. In future research, we consider the exploration of a multidisciplinary approach, involving collaboration
among educators, technologists, psychologists, and policymakers. This collaboration is viewed as crucial for the development of
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a comprehensive methodology that addresses the multifaceted challenges associated with disinformation and outlines prospects
for expanding opportunities for both teachers and students. An important direction for future studies is seen in global
collaboration to establish standardized frameworks for ensuring the coherence of critical thinking methodologies, recognizing
the interconnected and dynamic nature of the digital landscape. To investigate the potential long-term societal impact of
implementing the methodology, determining factors such as increased resilience to misinformation and the activation of civic
engagement to preserve democratic principles is essential.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

In light of the contemporary proliferation of disinformation and the increasing sophistication of media manipulation,
the urgency of developing a robust methodology for fostering critical thinking skills is evident. The analysis of recent research
underscores the global concern over false information, notably through deepfake technology, which poses a serious threat to
public trust and opens avenues for psychological manipulation. The tasks set in the research lies in addresses the evolving
landscape of artificially reproduced content, particularly deepfakes but also creating a comprehensive pedagogical framework
that not only equips individuals with the ability to discern manipulated media content. The theoretical grounds of the study reveal
the global efforts to combat misinformation, with a focus on revising regulations and introducing tools to increase media
responsibility. In Ukraine, legislative documents emphasize the importance of media literacy and information security in
countering hybrid threats. The applied problem emphasizes the need for a comprehensive approach to studying misinformation
through synthetically reproduced media content. The results highlight the crucial role of developing critical thinking skills to
counter misinformation in visual media. While recognizing the challenges posed by high-quality deepfakes, the study identifies
signs such as pixelization, blurry outlines, unnatural facial expressions, and differences in body type for their identification.
Thorough testing of the methodology, focusing on markers of image tampering, has been conducted. Practical tools for
recognizing deepfakes, including attention to visual details, sound synchronization, and playback speed, are crucial for
safeguarding against online deception. The study underscores the need for continued research and adaptation of strategies to
emerging technologies to ensure societal resilience against misinformation.

Further research should focus on revising existing media literacy training programmes to update and improve the level
of critical thinking of citizens, taking into account digital transformation and the spread of artificial intelligence capabilities for
generating media content. As further prospects areimprovement of existing methodical material from a systematized database
and formation of interactive methodological interactive cards; supplementing each case with learning resources for deeper
research; complementing different scenarios, including applications in different industries, societal impacts, detection strategies,
ethical considerations and legal implications; English translation.

FUNDING

The work is performed within the research CEFRES, UAR 3138 CNRS—-MEAE. Research topic «Development of
Methodology of Critical Thinking and Pedagogical Support to Counteract Disinformation and Manipulation of Artificially
Reproduced Media Content» (2023).

REFERENCES (TRANSLATED AND TRANSLITERATED)

1. Aldwairi, M., & Alwahedi, A. (2018). Detecting fake news in social media networks. Procedia Computer Science, 141, 215-222.

2. Anderson, K. E. (2018). Getting acquainted with social networks and apps: combating fake news on social media. Library Hi Tech News.

3. Bezpechnyi kiberprostir - Kliuch do uspishnoho rozvytku krainy [SAfe Cyber Space - The Key to the Country's Successful Development] (n.d.).
Rada natsional’noyi  bezpeky i oborony Ukrayiny. Project "Cyber Security Strategy of Ukraine (2021-2025)". URL:
https://www.rnbo.gov.ua/files/2021/STRATEGIYA%20KYBERBEZPEKI/proekt%20strategii_kyberbezpeki_Ukr.pdf. (in Ukrainian).

4. Borges, L., Martins, B., & Calado, P. (2019). Combining similarity features and deep representation learning for stance detection in the context
of checking fake news. Journal of Data and Information Quality (JDIQ), 11(3), 1-26.

5. Chawla, R. (2019). Deepfakes: How a pervert shook the world. International Journal of Advance Research and Development, 4(6), 4-8.

6. Chemerys, H. (2019). Reasoning the necessity of study basis of computer design by future bachelors in computer sciences. European Journal
of Humanities and Social Sciences, 5, 52-55.

7. Chemerys, H. (2023). Truth & Trust in the Age of Deepfakes: Recognize & Overcome. Ukrainian studies in the European context: coll. of science
Ave., 7, 403-407. https://doi.org/10.31110/2710-3730/2023-7.

8. Chemerys, H. (2024). Enhancing Skills in Recognizing Synthetically Reproduced Media Content: Rationale for Developing an Educational
Methodology. Rajasthali Journal : Peer-Reviewed Multi-disciplinary Journal, 3(2), 15-22. URL
https://rajasthali.marudharacollege.ac.in/papers/Volume-3/Issue-2/10-03.pdf.

9. Chemerys, H., & Kardashov, M. (2022b). Dyzruptyvni tekhnolohii yak rushii tsyfrovoi transformatsii suchasnoi dyzain-osvity [Disruptive
technologies as drivers of digital transformation of modern design education]. Kulturolohichni ta pedahohichni problemy pidhotovky
maibutnikh dyzaineriv — Cultural and pedagogical problems of training future designers. Poltava: Educational and Scientific Institute of Culture
and Arts, 126-171. (in Ukrainian).

10. Chemerys, H., & Ponomarenko, O. (2023). Opportunities and Prospects for Personalizing the User Interface of the Educational Platform in
Accordance with the Personality Psychotypes. Advances in Computational Design (ACD), An international Journal, 7(2), 139-151.
https://doi.org/10.12989/acd.2022.7.2.139.

11. Chemerys, H., Briantseva, H., & Briantsev, O. (2021a). The Urgency of the Problem Synthetically Reproduced Media Content. In International
scientific conference «Interaction of culture, science and art in terms of moral development of modern European society» (pp. 85-88). Riga,
Latvia: «Baltija Publishing». https://doi.org/10.30525/978-9934-26-178-7-20.

12. Chemerys, H., Briantseva, H., & Briantsev, O. (2021b). Shliakhy vdoskonalennia dyzain-osvity u konteksti stratehii tsyfrovoi transformatsii osvity
i nauky Ukrainy [Ways to improve design education in the context of the strategy of digital transformation of education and science of Ukraine].
Fizyko-matematychna osvita — Physical and Mathematical Education, 32(6), 49-56. https://doi.org/10.31110/2413-1571-2021-032-6-008. (in
Ukrainian).

76



13

14.

15.

16.

17.

18.
19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

disuko-matemaTtuyHa ocsita / Phisical and Mathematical Education Tom 39, Ne 1 / Vol. 39, No 1 (2024)

. Chemerys, H., Vynogradova, A., Briantseva, H., & Sharov, S. (2021c). Strategy for Implementing Immersive Technologies in the Professional
Training Process of Future Designers. Journal of Physics: Conference Series, 1933, art. no. 012046. https://doi.org/10.1088/1742-
6596/1933/1/012046.

Council  for International Research and Exchanges (IREX). "Study and distinguish: Information Media Literacy". URL:
https://www.irex.org/project/strengthening-media-literacy-ukrainian-education-system.

Day, C. (2019). The future of misinformation. Computing in Science & Engineering, 21(1), 108-108.

Decree of the President Of Ukraine No. 447/2021. (May 14, 2021). Pro rishennia Rady natsionalnoi bezpeky i oborony Ukrainy" "Pro
Kiberbezpeku stratehii Ukrainy [On the decision of the National Security and Defense Council of Ukraine" On the Cybersecurity Strategy of
Ukraine]. URL: https://www.president.gov.ua/documents/4472021-40013. (in Ukrainian).

European Commission  (2018). Code of European Union Practice Regarding  Disinformation. URL:  https://digital-
strategy.ec.europa.eu/en/library/2018-code-practice-disinformation.

Figueira, A., & Oliveira, L. (2017). The current state of fake news: challenges and opportunities. Procedia Computer Science, 121, 817-825.
Fletcher, J. (2018). Deepfakes, artificial intelligence, and some kind of dystopia: The new faces of online post-fact performance. Theatre Journal,
70(4), 455-471.

Iproov. (2022). How To Protect Against Deepfakes — Statistics and Solutions. Deepfake Statistics & Solutions | Protect Against Deepfakes. URL:
https://www.iproov.com/blog/deepfakes-statistics-solutions-biometric-protection.

Jang, S. M., & Kim, J. K. (2018). Third person effects of fake news: Fake news regulation and media literacy interventions. Computers in Human
Behavior, 80, 295-302.

Joint Communication to the European Parliament and the Council (2016). Joint Framework on countering hybrid threats a European Union
response. Brussels. URL: https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:52016JC0018&from=ET.

Letter of the MES of Youth Sports of Ukraine No. 1/9. (March 29, 2013). Pro vvedennia navchannia kursu "Osnovy mediahramotnosti v
navchalnykh zakladakh" [On the introduction of the study of the course" Fundamentals of media literacy in educational institutions]. URL:
https://osvita.ua/legislation/other/35473/. (in Ukrainian).

Maras, M. H., & Alexandrou, A. (2019). Determining authenticity of video evidence in the age of artificial intelligence and in the wake of
deepfake videos. The International Journal of Evidence & Proof, 23(3), 255-262.

Masood, M., Nawaz, M., Malik, K. M., Javed, A., Irtaza, A., & Malik, H. (2023). Deepfakes generation and detection: State-of-the-art, open
challenges, countermeasures, and way forward. Applied Intelligence, 53(4), 3974-4026. https://doi.org/10.1007/s10489-022-03766-z.
Qayyum, A., Qadir, J., Janjua, M. U., & Sher, F. (2019). Using blockchain to rein in the new post-truth world and check the spread of fake news.
IT Professional, 21(4), 16-24.

Verkhovna Rada of Ukraine (May 15, 2013). Pro zatverdzhennia stratehii rozvytku informatsiinoho suspilstva v Ukraini [On the Approval of the
Information Society Development Strategy in Ukraine]. Law No. 386-r. URL: https://zakon.rada.gov.ua/laws/show/386-2013-p. (in Ukrainian).
Verkhovna Rada of Ukraine (September 14, 2020). Stratehiia natsionalnoi bezpeky Ukrainy. "Liudyna bezpeky - Bezpeka krainy" [National
security strategy of Ukraine. "Human Security - Country Security”]. Decree of the President Of Ukraine No. 392/2020. URL:
https://zakon.rada.gov.ua/laws/show/392/2020. (in Ukrainian).

Zannettou, S., Sirivianos, M., Blackburn, J., & Kourtellis, N. (2019). The Web of False Information: Rumors. FakeNews, Hoaxes, Clickbait, and
Various Other Shenanigans, J. Data and Information Quality, 11, 3, Article 10. https://doi.org/10.1145/3309699.

Text of the article was accepted by Editorial Team 19.11.2023

Th

is work is licensed under Creative Commons Attribution-NonCommercial-ShareAlike 4.0 International License.

77



